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SUMMARY

Congress authorized the Commission to prescribe such rules as are necessary

to implement the requirements of CALEA. SBC endorses strict compliance with this

statutory limitation. The rules that are necessary and adopted by the Commission,

however, should apply to all entities offering telecommunications services to the extent

of such offering. Entities such as grocery stores and pharmacies that sell prepaid

calling cards, which are used as a billing mechanism, do not offer telecommunications

services and should not be subject to CALEA.

SBC agrees with the FBI that CALEA does not vest carriers with either the

authority or legal accountability for determining the validity of court orders or other

lawful authorization. But, that is a different issue from whether CALEA requires carriers

to enable surveillance in ways not previously available to law enforcement, which is

contrary to the stated intent of CALEA. While carriers are responsible to provide

assistance strictly in accordance with the terms of a facially valid order or authorization,

the industry does not share the FBI's conviction that carriers will be exempt from liability

for implementing an intercept that would enable surveillance in ways heretofore not

available to law enforcement unless the order or authorization specifies surveillance in

such manner.

The comments filed in response to the NPRM overwhelmingly demonstrate that

there is no legitimate ground to justify the massive regulatory structure proposed for

carriers' internal policies and procedures. The FBI's overstated and speculative

narrative on the existence and scope of alleged impediments to effective electronic
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surveillance reveals that there is no serious problem with carriers' current methods of

ensuring security and record keeping. Thus, without a clear showing of necessity, the

FCC should not adopt its proposed rules, much less the more burdensome and

expensive regulation that the FBI suggests, which even the FBI recognizes can only

impede the timeliness of interceptions. Moreover, SBC agrees with the Center for

Democracy and Technology that Section 105 of CALEA was intended to protect the

security of central office-based, mechanized surveillance technology from unauthorized

activation or access, not to engender the proposed thicket of bureaucracy.

The FBI's continued insistence on expanding its electronic surveillance

capabilities by requiring "punch list" capabilities ( which it now tries to obtain through its

"back door" approach of trading its support for deadline extensions for manufacturers'

agreement to include such capabilities in their designs) continues to lend uncertainty to

the standards for implementing CALEA. Consequently, SBC suggests that it is time for

the FCC to take an active role in establishing compliance standards for carriers. The

FCC should do so by responding to the CTIA Petition immediately.

The Commission should adopt AT&T's recommendation that filing a petition for

determination of reasonable achievable should automatically toll the applicable

compliance deadline until the FCC makes its determination on the petition. Moreover,

the comments provide the Commission with a clear record to support its extension of

the CALEA compliance deadlines until equipment needed to comply with CALEA is

commercially available and can be deployed by carriers.
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Introduction

SSC hereby respectfully submits its Reply to the Comments filed on or

before December 12,1997, in the above-captioned docket. The following Reply

focuses on those issues addressed in SSC's initial Comments which appeared to

generate the most discussion among the other filing parties, and/or which are of

the most significance, in SSC's opinion, to the stated purposes of this

proceeding. The Reply is organized by issue or issue group, as appropriate, for

ease of reference.

I. Carriers SUbject to CALEA

SSC reiterates its previously stated position that all entities offering

telecommunications services to the public should be, and must be, deemed

subject to CALEA's requirements to the extent of such offering.
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The FBI somewhat confuses the issue with respect to CALEA's

applicability to resellers when it refers, in its Paragraph 26, to "resellers with

prepaid calling card or other similar services." Prepaid calling cards themselves

should not be at issue here: the key point the FBI makes, with which SBC

agrees, is that resellers of telecommunications services in general should be

subject to CALEA. A prepaid calling card is not a telecommunications service

but rather a billing mechanism, in fact, not unlike secured Visa or MasterCard

credit cards. CALEA only covers the "equipment, facilities, or services that

provide a customer or subscriber with the ability to originate, terminate, or direct

communications ..." (Sec 103(a)). A prepaid calling card does not provide a

subscriber with any of these capabilities. Thus, whether or not they offer prepaid

calling cards, all resellers of telecommunications services are covered;

conversely, an agent who sells prepaid calling cards but does not actually

provide dial tone to customers, should not be covered by CALEA. In the latter

case, the carrier whose network is ultimately used to carry a call paid by a

prepaid calling card will already be covered by CALEA.

II. Review of Validity of Court Orders by Carriers

SBC agrees generally with the FBI's arguments, in its Paragraphs 31-36,

to the effect that CALEA does not vest carriers with either the primary authority

or the legal accountability for determining the underlying validity of court orders
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or other lawful authorizations under the electronic surveillance laws.1 Carriers

have never had, and do not now desire, such authority and accountability, and

should remain protected from liability under both GALEA and the surveillance

statutes to the extent they implement facially valid court orders or certifications in

good faith. This does not change the fact, of course, that carriers are charged by

GALEA with responsibility for determining in each instance that a given court

order or other authorization in fact is valid on its face, and for ensuring that

whatever assistance is provided to law enforcement pursuant thereto is strictly in

accordance with the terms of the order or authorization and with the enabling

statutes, including but not limited to GALEA.

Thus, it is important to note that a carrier's legal accountability in relation

to the inclusion of the FBI's "punch list" of advanced surveillance functions in

industry standards and/or carrier networks is entirely different from, although

clearly related to, a carrier's duty to render assistance to law enforcement in

compliance with a specific order or request. The industry does not share the

FBI's conviction that carriers will be exempted from any liability for implementing

an intercept that would enable surveillance to occur in ways heretofore not

available to law enforcement, in light of the Congressional intent that CALEA not

expand surveillance capabilities beyond those lawfully available prior to its

enactment. It is by no means clear that the "good faith reliance" provisions of 18

u.s.C. §2518 and similar laws would offer a carrier any protection from liability

1 As stated in our initial Comments, however, SSC does not agree that Section 229(b)(1) refers to
a carrier's internal authorization procedures.
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where "punch list" functions are made available in connection with surveillance

orders or requests that do not themselves specify the use of such functions to

intercept the communications of unnamed persons. The FBI has refused SSC's

suggestion that law enforcement could satisfy carriers' concerns by drafting court

affidavits and certifications to include such specifications, i.e., if the particular

advanced functionality, such as continued monitoring of three-way calls after the

named subject drops off, were to be specified as necessary in the court order. In

essence, then, the FBI and Justice Department insist that carriers accept without

argument the government's bare conclusion that the "punch list" is permitted or

even mandated by CALEA, and that its deployment and use would not increase

carriers' liability risks in suits by surveillance targets. At the same time, the

government refuses to consider agreeing to support or defend carriers if such

litigation does arise. Under these circumstances, no prudent carrier could

reasonably be expected willingly to take such risks.

1/1. Security and Recordkeeping Policies

As the overwhelming weight of the comments from carriers demonstrates,

there is simply no need for a complex, burdensome and expensive set of

regulations governing carriers' handling of internal corporate matters such as

security, personnel policies, record keeping, authorization and employee

designation in connection with electronic surveillance. Every established carrier,

including SBC, already has in place policies that more than adequately ensure

compliance with CALEA, with the pre-existing confidentiality mandates of the
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electronic surveillance statutes and similar state laws, and with the demands of

the rules of evidence for appropriate implementation, conduct and record

keeping pursuant to court orders and other lawful surveillance authorizations. It

is perhaps not surprising, then, that no evidence has been presented to

Congress or to the FCC even remotely suggesting that a serious problem exists

in the industry with respect to these matters.

Nevertheless, the FBI devotes more than a fourth of its 44-page

Comments (Paragraphs 36 through 72, at pages 18 to 32) to advocating the

imposition of what amounts to nearly total Federal control of carriers' personnel,

internal security, surveillance implementation and record keeping policies and

procedures. Such a proposal is particularly questionable in light of the FBI's

recognition of the fact that civil liability already awaits any carrier whose policies

do not adequately protect against unlawful surveillance and preserve the

confidentiality of lawfully authorized intercepts. SBC again points out that

Section 301 of CALEA (Section 229 of the Communications Act) only requires

the imposition of such rules as are necessary to implement CALEA Section 105.

In support of its claim of need for its proposed rules, the FBI offers only rhetoric

about the importance of electronic surveillance to the public interest in law

enforcement, coupled with dire predictions as to what might happen if carriers

suddenly stopped acting responsibly. It cannot be over-emphasized that there

are no facts to support such speculation, and therefore no basis exists for such

intrusive regulations as the FBI and the FCC propose. Indeed, their adoption by

5



the FCC would be arbitrary at best, would clearly exceed the statutory mandate,

and most likely would be subjected to legal challenge on these grounds.2

Even aside from the lack of any proof of need for a new web of costly

administrative regulations, the FBI's advocacy thereof is difficult to reconcile with

its recognition that "the more cumbersome a carrier's implementation procedure,

the greater the likelihood that investigations will be hampered by unnecessary

delays", (FBI, Para. 64), and with its statement that "Law Enforcement wishes to

ensure that the paperwork burden is never permitted to impede the timeliness

with which intercept requests are implemented." (Id.) The FBI's suggested

2 The FCC should also take note of the FBI's tendency to overstate both the existence and the
scope of alleged impediments to effective electronic surveillance. SBC does not here seek to
revisit the underlying rationale for enactment of CALEA, nor does SBC believe that such a
discussion is germane to the issues raised by the NPRM. Nevertheless, for whatever reason, the
FBI felt the need to devote part of its Comments to its views in this regard, and SBC believes the
Commission should have the benefit of other views as well. For example, in its Footnote 17, after
several pages of text suggesting that the very fabric of law enforcement effectiveness is
threatened by the changing technology of telecommunications, the FBI offers in support Mr.
Freeh's Congressional testimony that .....over the last decade, it is conservatively estimated that
several hundred electronic surveillance and pen register and trap and trace court orders have
been frustrated, in whole or in part, by various technological impediments ...." (Emphasis added.)
When considered in light of the total number of surveillance orders, however, these estimates
illustrate that the real magnitude of the problem is much smaller than the FBI maintains. As noted
in its original Comments, SBC's two largest subsidiaries alone (Pacific Bell and Southwestern
Bell) process approXimately 5,000 surveillance orders per year. If we extrapolate therefrom a
reasonable estimate of 25,000 to 35,000 such orders annually across the industry, by assuming
that five RBOC's each conduct the same approximate number of Title III, pen register and trap
and trace interceptions annually, plus another 5,000 to represent the rest of the industry, and
multiply the annual total by ten years to match Mr. Freeh's chosen frame of reference, we find that
only "several hundred" out of 250,000 to 350,000 surveillance orders suffered any "technological
impediments". Even if we give Mr. Freeh's numbers the benefit of multiplying them several times,
to assume 2,500 to 3,500 orders might have been affected over that time, law enforcement's
claimed problems occurred in only one percent of all cases. All of this is simply to emphasize
that, before imposing costly regulatory and administrative burdens on carriers under CALEA, the
FCC should require the FBI to put forward verifiable facts instead of rank speculation, and those
facts should indicate the existence of real problems justifying the financial and productivity costs
of the proposed solution.
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scheme, applied to each of the thousands of intercepts the larger carriers

conduct annually, would virtually guarantee unwarranted delays in many cases.

Finally, SSC agrees with the Center for Democracy and Technology

(COT) and its co-commenters that both the FCC and the FBI have seriously

misinterpreted the intent of Section 105. As COT points out, the legislative

history clarifies that Section 105 was intended primarily to protect the security of

central office-based, mechanized surveillance technology from unauthorized

activation or access, whether from "inside" or by means of intrusions originating

outside the carrier's premises. Section 105 and Section 301 clearly were not

intended to spawn a huge regulatory machine to micromanage a significant

portion of the security and personnel practices of every company in the industry.

To the extent that the statutory mandate requires any FCC oversight in this area,

the same can and should be discharged by simply confirming that carriers'

existing controls and practices are reasonably effective in assuring compliance

with applicable laws. Unless and until proof to the contrary is presented, any

regulations such as proposed by the FCC would exceed the FCC's statutory

authority, and would be arbitrary and capricious under applicable standards of

judicial review.

IV. FCC Involvement in the Industry Standards Process

SSC agrees that the FCC should defer involvement in industry standards

for CALEA compliance, at least in this proceeding. While it is clear that CALEA

does not exempt industry from the duty to comply with CALEA simply because
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no standard is formulated, it is equally clear that the "safe harbor" CALEA

provides for carriers who comply with such a standard is effective unless and

until the FCC rules otherwise in response to the petition of CTIA or some other

interested party. An interim standard, SP3580A, now has been adopted. In view

of these facts, SBC objects strongly to the Government's current strategy of

conditioning support for compliance deadline extensions (See Section V, infra)

on agreements between the FBI and manufacturers regarding inclusion of the

FBI's "punch list" capabilities in specific switch platforms or non-switch-based

CALEA "solutions".3 This "back door" approach by the FBI to obtaining the

controversial capabilities it desires is a clear violation of §103(b) of CALEA. If

the FBI believes that CALEA permits or mandates inclusion of the "punch list" in

the industry standard if the "safe harbor" is to apply, then it must make its case

before the Commission. Since a petition from CTIA already is on file requesting

FCC review of what is now SP3580A, SBC urges the Commission to take up that

petition as soon as possible.

v. Reasonable Achievability and Extensions of Compliance Deadlines

SBC agrees with the suggestion of AT&T (AT&T, p. 22) that the filing of a

petition for determination of reasonable achievability under CALEA Section 107

should automatically toll the applicable compliance deadline until the

3 Letter of Janet Reno, Attorney General, to Mr. Matthew J. Flanigan, President,
Telecommunications Industry Association, January 23, 1998; Letter of Stephen R. Colgate,
Assistant Attorney General for Administration, to Geoffrey Feiss, Director-State Relations, United
States Telephone Association, February 2, 1998. Copies of these letters are attached to these
Reply Comments as Appendix 1 and 2, respectively.
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Commission makes a determination and formally acts on the petition. SBC also

agrees that, if compliance is determined to be reasonably achievable, any

applicable deadline must be further extended to permit a reasonable time for

implementation by the carrier.

SBC urges the Commission to note the overwhelming weight of the

comments in favor of liberal extensions of the CALEA compliance deadlines

because of the lack of commercially available software and/or hardware

necessary to achieve compliance, and to note particularly the fact that, in two

major ways, the government itself is partially responsible for this state of affairs:

First, by failing to issue any meaningful notice of capacity requirements for over

three years since enactment of CALEA, and second, by obstructing the

standard-setting process due to its insistence that the standards include the

"punch list". Network planners and engineers simply cannot take any substantial

steps toward full CALEA compliance until final and realistic capacity

requirements are made known, and until the FBI-created cloud over the existing

interim standard is cleared away by an FCC ruling on CTIA's petition.

SBC has difficulty understanding exactly what the FBI means when it asks

the FCC to "present its determinations [regarding reasonably achievable network

modifications] in terms of dollar amounts." (FBI, Para. 95). Although it may well

be, as the FBI suggests, that in some instances the circumstances could dictate

a "partial" determination of "reasonably achievable" based on a division of costs

between a carrier and the government, SBC cautions against any assumption

that such an analysis will be applicable in all cases where a carrier or other party
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petitions the Commission for a "reasonably achievable" determination. CALEA

requires that many factors other than cost alone be considered in such

determinations. Applying those factors properly, it may well be that a particular

modification or set of modifications would be found not to be reasonably

achievable at any cost. In line with this reasoning, the FBI's proposal (Para. 94)

that all petitions be accompanied by an estimate of "the reasonable costs directly

associated with the modifications under consideration" should not be adopted for

all cases. Of course, where the gravamen of the petition is a carrier's contention

that a modification is not reasonably achievable due to its cost, then the FBI's

suggestion makes sense. Even so, SSC urges the Commission to be mindful of

the fact that, as demonstrated by its CALEA cost recovery regulations and

industry comments thereon, the FBI's view of what constitutes "reasonable"

costs is substantially different from the view of SBC and other carriers, and is not

necessarily representative of Congressional intent.

VI. Conclusion

The record demonstrates overwhelmingly that the Commission has no

legitimate grounds for adopting the massive regulatory structure proposed in the

NPRM regarding carriers' internal policies and procedures. The record is

similarly clear in showing that an extension of the CALEA capability compliance

deadline for at least two years, to October of 2000, is warranted and should be

granted forthwith. Finally, the record shows that prompt FCC action on the

pending CTIA petition is necessary in order to resolve the legal issues arising
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from the FBI's continued insistence on having its "punch list" of legally

controversial surveillance capabilities included in any CALEA "solution", despite

the prohibitions of CALEA §103(b).

Respectfully submitted,
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APPENDIX til

Mr. Matthew J. Flanigan
Pra.idene
Telecommunications Industry A.soeia~ion

2500 Wilson Boulevard
Suit. 300
Arlinqton, VA 22201-3834

Dear Mr. Flanigan:

This letter responds to concerns expressed recently by
~e~bers ot the telecommunications in~~stry with re.pect to the
taking (or forbearance) of enforcement actions undar the
Communic~tions Assistance for Law Enforcement Act (CALEA).

As you know, in enact1nq CALEA, Conqras. intended to
pre••rve law entorce.ent's .lec~ronlc aurveillance cap8b11i~i.s

and to prevent those capabilities from being erod.~ by
~ecnnolo9ical impediments rel~t8d to advanced telecommunications
tecnnologie5, services, and features. To that end, Congress also
specified that the solution_ to overcome these impediments mus~

be imple.ented within four years ot the date ot CALEA's
enac~m.nt. Th. deadline for earri.rs to eomply with .ac~ion 103
of CALEA is October 25, 1998.

The Federal Bureau of Investigation (FBI) i. workin9
diliqently with members ot the indusery, both individually and
collectively, to ensure that the carriers and manufacturers are
able ~o meet the deadline. In those situations ~h.r. the carrier
can fore••e th~t it will not be able to meet the deadline because
the manufacturer has yet to develop the solutions, the FBI is
prepared to enter into an aqr••ment with the manufacturer of the
carrier's equip.ent Wherein both parties (the FBI and a
manufacturer) would aqree upon ~he te~hnological require.ants and
functionality tor a specitic switch platform (or other non-swi~eh

sol~tion) an4 a reasonaDle and fair deployment sohedule which
would include verifiable milestones. In return, the Depart••nt
will not pursue an enforcement ac~ion aga1nat the aanutacturer or
carrier a. long as the tQrms of tha aqreement are .et in ~he tima
fra••& specified. The Oepartment will not puraue enforcement
ae~ion against any carria~ utilizing the switch plactor.m (or non
switch solution) nameo in the &9r••ment. Finally, the Department
will 8upport a carrier's petition to the Federal co..uni~ations



Mr. Matthew J. Flanigan
Paq_ 2

-~-commi.s1on (FCC) tor an extension of the compliance da~e tor the
equ1pm.n~ named in the agreement and tor the length ot time
specified in the agr••m.n~. Where an agreement has been s19ned,
it a dispute arises between the manufacturer and the FBI vhich
oannot be resolved, the manutacturer may appeal the 1ssue
directly to th. Attorney General or her designate for prompt
resolution.

Your con~inu.d willinqness to work towar~ solutions which
will support law entcreement'5 electronic surveillance
requirements i£ greatly appreciated.

S1ncerely,



APPENDIX #2

-" --------------------------------------
FEB -3 1900

Hr. ~offr.y lei••
Di~.ctor, state Relatione
Un1t~ S~~t.B Telephone ~s.oeiation

1401 H str••t, NW,Su1t8 600
washington, DC 20005-2136

Dear Mr. Fe1ss:

This letter confirms ~iscu£siQns held between the Oepartmen~ or
JQstice (DOJ) , ~he Pede~al Bureau of !n~.cti9atiQn (FBI), and
repreaentative= of the te~ecommunications industry during a
Janu~ry 23, 19~8, meetinq' regardin9 DOJ's ~osition on ~be leqQl
atatu& under the Communications Assic~ance for ~v Enforcement
Ae~ (CAL£A) ot thg 11 electronic surveillance ca~~bilitie~
(reterrad to as the 'punch list") that are .~sc1n9 trom tbe
current Teleco~unicotion~ Inductry Associ_ticn CTIA) electronic
surveillance standard ~-STC-O~5. ~dditionally, it confirms th@
terms and conditions upon ~hich DOJ will forbe~r brinqing
Rnforce&ant actions a9ain~t industry members fer non-eompliance
'" i U1 CALEA .

003 has reviewed ~he 11 ·p~nch li3t~ c~pabilities in refQrQnce to
CALEA, its 18gisla~ive history, and tht underlying electronic
surveillance statutes:. In aOdition, DOJ ~evieved a ~emorandum
evaluating the ~punch list" u~der CALEA that was prepared by the
O~!1e~ of GQneral Coun$el (OGC) of the FBI. As a result of its

l~hose in .t~endance at the January 23, 1998, meetinq included
reprRsantatives froe ~e cellular Telecommunications Indu§try
AaQoci~tion (CTIA). Personal Co.~unieation5 Indu.try ASBcci~tion

(PCIA), Telecommunication& Indu5try Association (T~A). united
States Telephone Association (USTA), Bell Atlantic, Oepartn~nt of
Juati~~ and tho FQdQr~l Buraau or Investiqation.

~ CALEA w~s enacted to p~eBerVe the electronic surveillance
capabilities of l"v entcrccment co~ensur.te v1th ~e leqal
authority found in the underlyinq electronic surveillance
~tatues, and 80 that electronic &urve111ance ef~orts could be
conducted properly p~rsuant to the~e statues.



review, DOJ i& provid1nq the follo-in; le,a1 opinion I 9 of tba
11 capa~ilitieG ar-e clearly ~1thin
th. .cope or CALEA and thQ underlyin9 fleetronic surveillance
statut... These nine capabilitie3 are:

•
•
•
•

•
•
•
•
•

CQntant of conferenced c&l~.;

Party Hold, Party Join, ?a~y D~opr

Access to subject-initiated dialinq and signalingl
Notification Mecca;. (in-band and out-of-band
slgnalin9);
T1min1 to correlate call data and call coneent;
Surve~ll.nee S~.tu. K.ssage;
Yeature Statue ~eBBa9.;

continuity Check; a~
Post cut-throuqh di~linq and signaling.

with respect ~o the first £o~r capabilities (content of
confer.need calls: Party Hold, party Join, party Drop; Access to
sUbject-initiated ~ialin9 and signaling: and Notification Messaqe
0' in-band anQ out-of-band si~nalin9), DOJ firmly believes ~ha~
law enforce.ent's analysis and position regar41nq these
aC5i.tance c~pability requir~ftents s~t1sfy CALEA section 103
r~quirQZ8nts. These descriptions are set torth in tho response
e~i~ted by the fSI· to TIA Co~ittee TR4S.2 during the
ballotinq process on 5tar.dar~s document SP-3580A.

With respect to the fifth throuQh the ninth capa~i1i~lea (Ti_in9
to eorrQlat. cal~ data and call content; Surveillance Sta~us

Messaqei Feature Statue Kes6agQ; Continuity ChG~k: an~ Post cut
throuqn 41alinq and signaling), DOJ bas ~l:o ooncluded that la~

cnfQ~cemQnt's position satisfies~ .ection 10) requlr..ent~.
Because of thi~ opinion, discussion between ~e indUStry and law
entorcement will be required in order to select a ~u~ually

acceptable me~ns of delivering the informa~ion specified by each
~apability" ThUS, if industry d1saqrQ~s wi~h law entorcement's
proposed delivery method, it must affir.atively propose ~

~eaninqful and effec~ive alternative.

8ased upon the ~oreqoin9 analyai9, it il DOV'c opinion th.t TIA
interim standard J-S!O-025 is failinq to include an4 properly
addro~~ ~ha nin~ capabilities 11Gted above. IndU.~ry and lav
enforce_ent »ay wish to ~c~ in cone.rt to r.vise th. interim
standard J-STD-025 to include solutions for each of these missing
alectron1c Gurveillance capabilities.

]5•• Ite~s 1-7, 9, and 10 of Attachment A.

4 The FBI is closely coordinating its efforts wi~ state and
lOCAl l&v 6n!orcc.ent repre5entativea across the nation. In this
document ·lav enforcement" and ·~BI· refer to this partnership and
are used i~terchangeably.



With re.p_ct to capability number eight (St&n4ar4ized Dalivery
-~- Int~faoA), altho~gb a single delivary 1n~.rtoe. im not mandated

k)y CALEA, 1X)J beli~ve8 that a .ingle, et:.an4az'd interfaoe vCNld bo
cost etrective and or great benetit to both law enforoement and
tQ1Qcomaunication~ carrier~. Recent ~oductiv. discucc10ns with
industry have reaulted in what DOJ beliov.. ia an acceptable
comproa1•• , whereby the industry vou14 ce-mit to a liaite4 number
ot no lIore than five delivery lntufaeea. DOJ cupports such an
Dgreoent.

~ith resp*ct to ca~ability nUmber 11 (Separa~ed De11very), DOJ,
while recognizing the usefuln••• of such delivery for the
effectiveness of el~~ronie 5urv.illance, nav-rth.18s8 do.. not
believe that CALEA section 103, or the underlying electronic
surveillance statutes, rQquir~ separated delivery.

Build1n; on the progres9 ~ade durinq the tinal montbs of 1'97,
the FBIls CALEA Implementation Section (CIS) will continue to
work ~ith &olU~1on providera~ to ~caeh an agrQ...n~ on the
~~chnic&l fe&&1D111~y ot all the CAL£A cap~bility ~equire~ent8.

19rbftarA!U'l§

During the ~anuary 23, 1998, maQting. the partica discussed the
condltion9 under which OOJ would agree not to pursue enforcement
actions aqainst the ca~rier un~er section 108 o~ CALEA vl~

re;ard to the CALEA m~ndate tnat ~ carr1ar .eet the a~ciBtanc@
capAbility requirQments ~ursuant to CAL!A aection 103 ~y

oc~ober 25, 1998, or &gclnst a .anuracture~ with r.spe~~ to its
obliqatlon under CALEA section l06(b) to aake features or
modifications ~vailabl~ on a "rQ3scnably timely basis.· A letter
fro~ t~e Office of the Attorney ~@neral, Yh1ch was prOVided to
all meeting attendees, outlined the basic conditions reqardinq
forbearance:

In tho~e G1~uat1ons Where the carrier can foresee that
it will not be able ~o .eet tne deadlina because the
manufacturer hag yet to dQVQlop the solutions, ~~ FBI
is prepar~d to enter into 4n agreement with the
manufacturer of ~he carrier's equipment wherein both
parties (thQ FBI and a .anuractu~er) would agree upon
~he technological r.quir~ents and functionality for ~

speci!1c switch platform (or other non-switch solution)
and a reasonable an~ fair deplcyaent 8che~ule vhioh
would include verifiable ~ilestones. In return, DOJ
vill no~ pursue an ehtorce=ent action a9sinst the
mAnUfacturer or carrier as long 49 the terms Of the
a~e~m@nt are me~ in ~he time fra.Q~ ~pecifled. DOJ

, Solutions providers include not only 8vi~eh-bas8d
.~nutaeturers. and support service providers, but other industry
entities that are en9aged in the dev~lopment of netvo~k-Dased an~

other CALEA-comp11ant 301u~1ons ..
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vill net pursue enforce.en~ action against any earr1er
utilizinq the .witch platfo~ (or non-switch solu~ion)
nG.cd in the .9r.e.e~t.

DOJ, in consul~a~lon vith the FBI, nae further elaborate4 on the
conditione ~clated ~o torbGaranee as tollowc:

Any mamber or the telecommunications 1nau.try £ ••~in9 tarbearcnce
muse sUbmit to CIS a sta~em.nt tha~ identities the !ollowlnq:

1. The CALEA c~pa~ility requirements that will be included
in its pla~!orm or d8siqned into any non-cvlteh-based
&olution.

2. The projected da~e by Which the platform, or hon
switch-~ged sol~tion, will be made commercially
available, the ~co~~eially available data.-

3. A timaline for de5iqn, 4e~@lop.ent, and testing
milestones that will be achi.v.d by tbe manufacturer
from the start of ~he project throu~h the commercially
avail~blc date, the ·~ilestone timeline.·

4. A schedule for !urnichin~ info~tion to CIS at each
~ilQstone to permit CIS to vQrity that a ~ilestone has
been reacha~.

5. ~ list of Gp~cit1c types of information to be provided
accordin9 to the foreqoinq s~edule.

6. A schedule lor providing mutually a~reed upon d~ta ~o

CIS from ~hich thQ Government will be able ~c d.~Qrmine

the fai~neso and reasonableness of the CALEA solution
prlce.

7. h list of ~hQ ~pecific types of price-rQlated data ~o

be provided.

With r.cpo~ to item 1, the term .~ eapability requirements"
refer6 to the f~nctions defined in the ~IA interi. standard
J-STO-025 ~n~ the first nine punch list ca~abiliti@s described
ear11~~ in this le~ter. La~ enforcement w~ll work with each
.olution provider as it produces a technical teasibility study to
conrlrD its under~t~nding of, and ability to meet, tho CALEA
capability require~ent5. For those 5vitchinq platforms, or non
switch-based golution~. on which a capability is ~eehnically
inteasible, law enforcQm~n~ will conBul~ vith solution providers
to assess the possibility ot prov10in~ ettec~lve technical
alternatives that will s~ill ~rovide lGV enforoemen~ with th~

hQCeccary e~identiary and min~mization a~ta sought by the
capa~i11~y.

With rQspect to itQm 2, the term ·coMmercially availahle date
,refers to the date when the platform or non-switch-based solutioh
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vill be made ~vailable by the colu~ion provider for the i ..e41Bte
pu~cbas. and d8plo~6nt ~y a carrier. Tha~ date shall, 1~ ftO
Qv_nt ex~cnd beyona the fir3t currently sdbedul.d software_
qenerie product releaee af~er the OCtober 25, 1998, capability
co.~liahee 4a~Q. with re~peet to i~.. 3, the ~.rm ~il••tone
ti.elin.- r~f&rs to Q &cbedule of the nea•••ary d••ign,
devalcpaent, and te&~in9 Q~eps to be ~&ken by • solution provider
in mak1n9 a product cemaarciallY available. With reapeet to item
4. a solution pro~id.r ic .xpee~ad to include a schedule
Kp8city1n~ the tiae after ~e co~pl.t1Qn ot .~ch .il••tone when
CIS vill De ~hle to verity thAt the .11e.~on. has b.en reached.
With respect ~o item 5, the specific types of information
contained in the &!tiraative oOnfirmatlon of the toregoing
schedule viiI include, but not be limited to, draft design
documenta, feature sp.cification docuaentc, an~ tRst results.
with respect ~o item " a ~clutiQn provide~ ,. expeeted to
~rov1de a schedule detQilin9 tne delivery to C%S ot ~ll neces9ary
~"formation fer the 90v.rnmen~ to ~ake & dete~ination of the
tairnes£ and reasonableness of the price of the solution
provider's commercially a~ailable eALEA solution. ~ith respect
to item 7, the specific types or infor.ation contained in the
priee.rel~ted 1ntormatien of the foregoing schedule will include,
but not be limited to, ~arket prieBe ot comparable features ~ith

6imilar levels or design, development, and t@stin9 effor~.

Forbearance tor a solution provider, and i~8 carrier customers,
w1ll ~ conditioned upon it~ abi11~y ~o provide the above listod
items as well as to meet verifiable aolu~ion development
.ileston85. A solution providerts t~11urQ to .ee~ ~hes.

mile5~Qn~3 ~ill ~e~ult in th~ lOG~ of forbearance f~r the
colution provider.

Carrier forbearance Qnd£ with tha commercial availability Of a
solution. switches, or portions of a nctuork, of historical
i~portance to law entorcement for ~hich the qovarn=ent mtlst
reimburse the carrier uill be identified by CIS. Equipment,
facilities, an~ servlc~s installed or deployed after January 1,
1995, will be included in any to~bearance until a solution is
commercially available. Pollowing 501u~ion availability, for
tho&e switch6& or portiofts of a networX net identified by CIS,
c4rrie.8 are expected to tollow their normal deployment precesses
in determining which syi~ches, or portions of their net~orks.

vill be upqraded with tha CALEA capabilities. Fi~ure 1
illustra~es the baeic el~ment9 of forbearance.
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Th. forQ90inq forbe~~anc8 di&c~ssion eonters on two separate and
~istinct .9reamen~s= ~9re.~ent6 in P~inciplA (AIP) between ~~e
FBI and a solution provider, and Cooperative AqrQQ~ent~ bQtveen
the FBI and a c~rrier.

In an AlP, the reI and eolut1on prOY~dQr8 agree that solution
providers have complied with the seven cri~eria Ii_ted above,
including a feasibili~y analysis and pr1cinQ information tor
CALEA c~pabl1ity rcquirQ~on~o. The tea&ibility analysis and
priclnQ informa~1on will allow the 90vernaent ~o finalize its
position reQarding ~he s~anQard, e~ens1on of the compliance
dates, forbe~ranca, Gte. The FBI. in consultation with law
enforcement, will not be in a position to mako eritical
det_rminations until the 1ntor.=ation described in ~he Ahove S2ven
criteria ha£ been provided.

Currently many ve~s1ons of dr~f~ AIP& are circulatin9, both rBX
and indu»~rY-9@nerated, and Eoae are more comprehensive than 15
presen~ly warranted. Some of the AlPs in circulation were
~orived from an AlP dra!~ed by TIA. The FBI hope. to mQet vith
TIA durin; the we£~ or 'ebruary 2, 1998, to 4!SCU9S the propo&ed
AlP. The results of these diceussions will then be disseainated
~o TIA'3 membership and ~ny other interested solution provider.

The Cooperative A9ree~ent, on ~he other hand, 1s the con~ractual
vehicle ~hereby telecommunications carriers ~ill r@coive
reimbursement tor their eligible CALEA coste. CooperativE
Agreements m~y be execu~ed for diffcren~ purposes at different
.taqQQ of CALEA implQ~Qntation. For exaaple, an initial round or
cooperative Agre~en~ ne90~iotione io taking plaea to .stabli~h

con~raetual vehicle6 Whereby carriers ~~leeted to support
specific solution providers Yi~h the feas!bility analyses and
pricing infor=a~ion ~ay rec~ive relmbur6GZent for ~~~1~tin9 in


